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The Victorian Electronic Records Strategy (VERS)

This document is a Specification that supports the Victorian Electronic Records Strategy
(VERS) Standard (PROS 99/007). The relationship between the VERS Standard, the
Specifications that support this Standard, and the Introduction and Advices that explain
VERS is shown below.

Standard 99/007

Management of Electronic Records

99/007 Specification 1: Advice 10:
System Requirements for System Requirements for
Preserving Electronic Records | [EEEE Yo M= 1o i)l ol 2 {=Tolo] (o

) 99/007 Specification 2: Advice 11:
o VERS Metadata Scheme VERS Metadata Scheme
LL
> 99/007 Specification 3: Advice 12:
_9 VERS Standard Electronic VERS Standard Electronic
c Record Format Record Format
o )
C.D' e 99/007 Specification 4: Advice 13:
(®) VERS Long Term VERS Long Term
8 _g Preservation Formats Preservation Formats
S O o ;
S = 99/007 Specification 5: Advice 14:
< C Export of Electronic Records Export of Electronic Records

to PROV to PROV

These documents have the following purposes:

o Management of Electronic Records. This document is the Standard itself and is
primarily concerned with conformance. The technical requirements of the Standard are
contained in five Specifications.

) Introduction to VERS. This document provides background information on the goals
and the VERS approach to preservation. Nothing in this document imposes any
requirements on agencies.

o Specifications. These five documents provide the technical requirements that support
the Standard. Agencies must conform to the mandatory requirements of the
specifications, must conform to the conditional requirements of the specifications if the
appropriate conditions are satisfied, and may conform to the optional requirements.
Some optional requirements are strongly recommended and these are noted as such.

The five Specifications are:

. Specification 1: System Requirements for Preserving Electronic Records. This
document specifies the overall functions that a recordkeeping system must
perform to preserve electronic records for a substantial period.

" Specification 2: VERS Metadata Scheme. This document specifies the metadata
that a recordkeeping system must hold to conform to VERS.

" Specification 3: VERS Standard Electronic Record Format. This document
contains the technical definition of the VERS Encapsulated Object (VEO) format;
the mandatory long-term format for records.
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" Specification 4: VERS Long Term Preservation Formats. This document lists the
data formats that PROV accepts as suitable for representing documents for a
significant period.

. Specification 5: Export of Electronic Records to PROV. This document lists the
approved media and mechanisms by which PROV will accept an export of
electronic records.

o Advices. These six documents provide background information, explanatory material,
and examples in support of the Standard and associated Specifications. None of the
information in the Advices imposes any requirement on agencies.

Relationship between Specifications. A second view of the relationship between the five
Specifications is shown in the following diagram:

99/007 Specification 1:
System Requirements for
Preserving Electronic Records

Requires recordkeeping system to hold or support

99/007 Specification 3:
VERS Standard Electronic
Record Format

Specified by | 99/007 Specification 2:

Metadata f> VERS Metadata Scheme
Content Specified by 99/007 Specification 4:
— = VERS Long Term

Preservation Formats

Specifies export mechanisms

99/007 Specification 5:
Export of Electronic Records
to PROV

Specification 1 (System Requirements for Preserving Electronic Records) details the overall
requirements on a recordkeeping system for preserving electronic records over a significant
period. Amongst other requirements, the recordkeeping system must be capable of exporting
the records in a standardised format.

The overall features of this standardised format are defined in Specification 3 (VERS
Standard Electronic Record Format), but some details are defined in two other
Specifications. Specification 2 (VERS Metadata Scheme) defines the meaning and allowed
values of the metadata that appears in a record. Specification 4 (VERS Long Term
Preservation Formats) defines the formats in which the record content must be expressed.

Specification 5 (Export of Electronic Records to PROV) defines the mechanisms by which
records are exported to PROV.

Relation to Version 1 of this Standard. This version of the VERS Standard completely
replaces Version 1 of the Standard. Version 2 is identical in its base requirements, but makes
those requirements clearer and more explicit. It also contains a number of conditional and
optional extensions to Version 1.
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1 Introduction

The purpose of this Specification is to detail the VERS standard electronic record format,
also known as a VERS Encapsulated Object or VEO.

As discussed in the Introduction to the Victorian Electronic Record Strategy, the VEO is used
to represent a record independently of a recordkeeping system (RKS). VEOs may be used
as a mechanism to transfer records between two RKSs or it may be used as a native format
within a RKS.

The associated advice on this Specification includes explanatory material and examples of
VEOs.

1.1 Relationship with other Specifications

This Specification should be read in conjunction with the following two Specifications:

o VERS Metadata Scheme (Specification 2), which defines the purpose and allowed
values of the metadata elements referred to in this Specification.

o VERS Long Term Preservation Formats (Specification 4), which lists the approved
long-term formats for various types of record content.

1.2 Differences from Version 1 of this Specification

The following changes have been made to this Specification in Version 2 of the VERS
Standard:

o XML requirements. The Specification now includes explicit requirements about the
XML used to represent the VEO. This change should be minor, as it merely makes the
requirements already in Version 1 clearer.

o Digital signature requirements. The Standard now collects together the requirements
for digital signatures and includes more details in those requirements. This change also
should be minor, as it merely makes the requirements already in Version 1 clearer.

) Mandatory digital signatures. The Standard now requires VEOs to be digitally signed.
Previously, this requirement was ambiguous.

. A number of additions have been made to the VERS DTD. VEOSs that conform to
Version 1 DTD will conform to the Version 2 DTD.

o The specifications for standard encodings have been moved to Specification 4, VERS
Long Term Preservation Formats

o The physical storage media requirements has been moved to Specification 5, Export of
Electronic Records to PROV.

o Explanatory material on the principles behind the VERS Encapsulated Object has been
moved to the Introduction to the Victorian Electronic Record Strategy (Advice 9).

o Explanatory material on applying digital signatures has been moved to the Advice on
this specification.

© 2003, Public Record Office Victoria Version 2.0 31 July 2003
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2 VEO Types

Three types of VEOs are defined in this Specification:

) Record VEO. A record VEO contains a representation of a record. The VEO contains
both the record content and the associated metadata.

o File VEO. This is a representation of a recordkeeping file (normally referred to as a
folder in this Standard, as there is often confusion between recordkeeping files and
computer files).

o Modified VEO. This is a VEO that has been modified since it was originally created. A
modified VEO contains the original VEO. This VEO has been added in Version 2.0 of
the VERS Standard and is intended to replace the onion mechanism specified in
Version 1.0.

3 XML Requirements

A VERS Encapsulated Object (VEO) is a well formed XML document with the following
characteristics.

3.1 XML standard

A VEO must conform to the XML 1.0 specification [XML].

All VEOs must be well formed XML documents and must be capable of being validated
against the DTD in section 6.

3.2 XML declaration

All VEOs must begin with the following XML declaration options (see [XML] section 2.8):
o The Version attribute must be ‘1.0'.

o The Encoding Definition must be ‘UTF-8' (or not be present).

) The Standalone control must be set to ‘no’ (or not be present).

3.3 XML Document Type Declaration

All VEOs must contain a document type declaration which follows the XML declaration (see
[XML] section 2.8):

o The Name in the document type declaration must be ‘vers:VERSEncapsulatedObject’.

o The Externalld in the document type declaration may be present. If it is present, the
ExternallD must refer to an external identity that contains exactly the VERS DTD
specified in this document. The reference may be to the official copy of this DTD held
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on the VERS Web site (http://www.prov.vic.gov.au/vers/published/vers.dtd), or to a
local copy.

) If the standard DTD for a VEO defined in section 6 has been extended, the DTD
declarations defining the extensions must be included in the XML document type
declaration markupdecl.

3.4 XML Namespace Standard

All VEOs must conform to the XML Namespace specification given in [XMLName].

3.5 XML Namespace Declaration

In all VEOs, the vers:VERSEnNncapsulatedObject root element must contain the following two
namespace definitions:

. naa="http://www.naa.gov.au/recordkeeping/control/rkms/contents.html”

. vers= “http://www.prov.vic.gov.au/gservice/standard/pros99007.htm”

Note that neither of these namespace names point to XML schemas.

3.6 Encoding of binary objects

Any binary data in a VEO is encoded using the MIME Base64 specification given in [Base64]

4 Encryption

PROV will not accept any records where the content is encrypted.

5 Digital Signature Requirements

5.1 Digital signatures are mandatory

Each VEO must be signed with at least one digital signature.

5.2 Selection of signed portion

Not all of the contents of a VEO are signed. This portion of the VEO that is signed is selected
using the algorithm in the next section.

521 VERS mechanism

The digital signatures cover the <vers:SignedObject> element including the start tag
(<vers:SignedObject) and end tag (</vers:SignedObject>). The first character to be included
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is the ‘<’ of the <vers:SignedObject> start tag, and the last character is the >’ of the
matching end tag.

53 Canonicalisation

A digital signature operates on binary data. An XML document is a sequence of textual
objects which may have many equivalent binary representations. This section specifies how
it is ensured that the binary data being passed to the digital signature is identical each time
the signature is calculated and verified.

5.3.1 VERS mechanism

All whitespace is removed from the characters selected in section 5.2.1. Whitespace is
defined as the Unicode characters: tab U+0x0009, carriage return U+0x000D, line feed
U+0x000A, and space U+0x0020. All remaining characters are passed to the digital
signature encoded as UTF-8. UTF-8 is defined in section 3.8 of [Unicode] or the equivalent
ISO standard.

54 Algorithms supported

54.1 Hash algorithms

The only hash algorithms currently approved for use are:

o SHA-1
. SHA-256
o SHA-512

which are all defined in the Secure Hash Standard [SHS].
5.4.2 Digital signature algorithms

The two digital signature algorithms approved for use are:
o RSASSA-PKCS1-v1_5 specified in the RSA Cryptography Standard [RSA].
o DSA specified in the Digital Signature Standard [DSS].

55 Structure of Signature Block

5.5.1 Indication of hash and signature algorithms

To allow systems to automatically verify digital signatures it is necessary to indicate the
digital signature and hash algorithms used.

The algorithms are indicated by the vers:SignatureAlgorithm (M149) element. A
SignatureAlgorithmldentifier element contains one of the standard Object Identifiers (OIDs)
used to identify algorithms in X.509 certificates. These OIDs can be found in a variety of
places, but a convenient source is p75 of RFC 2459 [RFC 2459] The OID is represented as a
textual value in the ‘dot notation’ and the standard values for the approved algorithms are:

. SHA1 with RSA: ‘1.2.840.113549.1.1.5’
. SHA256 with RSA: ‘1.2.840.113549.1.1.11°
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o SHA512 with RSA: ‘1.2.840.113549.1.1.13’
. SHA1 with DSA: ‘1.2.840.10040.4.3’

5.5.2 Encoding of signature

Signatures are encoded in Base64 [Base64].

5.6 Representation of certificates

All certificates must be X.509 certificates [X509] (an alternative and more accessible
description of the information in X.509 can be found in RFC 2459 [RFC2459]).

Certificates are represented in their Distinguished Encoding Rules (DER) encoded form
specified in the ASN.1 Basic Encoding Rules [X690]. An introduction to this form can be
found in RFC 2459. Note that the certificates must NOT be represented in an encrypted form
such as those defined in PKCS #7 (also known as a ‘.p78’ form), or PKCS #12 (also known
as a ‘.pfx’ or .p12’ form). The private key of the signer must never be contained in the VEO.

The DER encoding is a binary form, so each certificate must be encoded into Base64
[Base64]

5.7 Validation of VERS signatures

When validating a digital signature the complete chain of certificates must be validated.
These certificates will be found in the Signature Block which contains the signature, or as
Certificates found in records referenced by the Certificate Reference (M141) element. The
root certificate of the certificate chain will be self-signed and must be validated by one of the
following two mechanisms:

o By means of a copy of the certificate stored in a secure place on the recordkeeping
system.

o By comparing the root certificate in the signature block with those from other instances
of signatures signed by the same user at roughly the same time.

6 XML DTD

The following is the XML Document Type Definition for the VERS Encapsulated Object.
Definitions for each of the elements can be found in PROS 99/007 Specification 2: VERS
Metadata Scheme.

Readers should note that an XML DTD cannot distinguish between optional and conditional
elements. Consequently, a number of elements that are shown as ‘optional’ in the DTD are
actually mandatory under certain circumstances. Such elements are marked in the DTD and
a full explanation of the circumstances under which the elements are mandatory will be found
in PROS 99/007 Specification 2: VERS Metadata Scheme.

The current version of the VERS DTD can be retrieved from
http://www.prov.vic.qgov.au/vers/published/vers.dtd
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<l-- VI CTORI AN ELECTRONI C RECORD STRATEGY ( VERS) -->
<l-- Definition of VERS Encapsul ated Qoject (VEO -->
<l-- VERSION 2.0.0 -->
<l-- April 2003 -->
<l-- -->
<I-- URL: http://ww. prov.vic.gov.aul/vers/published/vers.dtd -->
<l-- -->
<l-- Note that an XM. DTD cannot di stingui sh between optional and -->
<I-- conditional elenents. Consequently a nunber of elenents that are shown -->
<l-- as ‘optional’ in the DID are actually mandatory under certain -->
<I-- circunstances. Such elements are marked in the DID and a full -->
<I-- explanation of the circumstances under which the elenents are nmandatory-->
<I-- will be found in PROS 99/007 Specification 2: VERS Metadata Schene. -->
<l-- -->
<I-- Sunmary of changes from Version 1.0: -->
<I-- Added vers: LockSi gnatureBl ock to prevent del etion of outer -->
<I-- encapsul ated layer (includes id attribute in SignatureBl ock and -->
<I-- version attribute in SignedOject). -->
<I-- * Added vers: MdifiedVEO to all ow docunents to be nodified (including -->
<I-- attributes in DocunentData). -->
<I-- * Changed definition of vers:Subject to include vers: Subject -->
<l-- * Added vers: AuxiliaryDescription el enment -->
<I-- * Added docunent structuring attributes to vers:Docunment, and -->
<I-- vers: Col | ecti onType, vers: Coll ectionDescription, and -->
<I-- vers: Document | sVi si bl e attri butes. -->
<l--  BASI C VEO STRUCTURE -->
<I-- nodified in version 2.0 -->

<l-- A Signature Block and Lock Signature Block is mandatory in all VEGCs -->

<! ELEMENT ver s: VERSEncapsul at edObj ect (
ver s: VEOFor mat Descri pti on,
vers: Ver si on,
vers: Si gnat ur eBl ock*,
vers: LockSi gnat ur eBl ock?,
vers: Si gnedObj ect) >
<I ATTLI ST vers: VERSEncapsul at edObj ect
xm ns: vers CDATA #| MPLI ED
xm ns: naa CDATA #| MPLI ED>

<! ELEMENT vers: Versi on (#PCDATA) >
<l-- currently should be 2.0 -->
<! ELEMENT vers: VEOFor mat Descri ption (vers: Text)>

<! ELEMENT vers: Si gnedbj ect (

vers: Obj ect Met adat a,

vers: Obj ect Content) >
<l-- Attribute added in version 2.0 and is nmandatory in Version 2 VEGCs -->
<I ATTLI ST vers: Si gnedObj ect vers: VEOVer si on CDATA #l| MPLI ED>

<I ELEMENT vers: Cbj ect Met adata (
vers: Qbj ect Type,
vers: Obj ect TypeDescri pti on,
vers: Obj ect Creati onDat e) >
<! ELEMENT vers: Cbj ect Type (#PCDATA) >
<I ELEMENT vers: Cbj ect TypeDescri pti on (#PCDATA) >
<I ELEMENT vers: Cbj ect Creati onDat e (#PCDATA) >

<I-- nodified in version 2.0 -->
<! ELEMENT vers: Cbj ect Cont ent
(vers: Record | vers:File | vers:MdifiedVEO >

<l-- S| GNATURE BLOCK (& LOCK SI GNATURE BLOCK) DEFI NI TI ONS -->

<I ELEMENT vers: Si gnat ureBl ock (

ver s: Si gnat ur eFor mat Descri pti on,

vers: Si gnatureAl gorithm

vers: Si gnat ur eDat e?,

vers: Si gner ?,

vers: Si gnature,

vers: CertificateBl ock+)>
<I-- Attribute added in version 2.0 and is nmandatory in Version 2 VEGs -->
<I ATTLI ST vers: SignatureBl ock vers:id | D # MPLI ED>
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<I-- Elenment and attribute added in version 2.0 and are mandatory in -->

<l-- Version 2 VEGs -->
<! ELEMENT vers: LockSi gnat ur eBl ock (
ver s: Si gnat ur eFor mat Descri pti on,
vers: Si gnatureAl gorithm
vers: Si gnat ur eDat e?,
vers: Si gner ?,
vers: Si gnature,
vers: CertificateBl ock+)>
<I ATTLI ST vers: LockSi gnat ur eBl ock
vers: si gnsSi gnat ureBl ock | DREF #| MPLI ED>

<! ELEMENT ver s: Si gnat ur eFor mat Descri pti on (#PCDATA) >
<! ELEMENT vers: Si gnat ur eDat e (#PCDATA) >
<l-- attribute added in version 2.0 -->
<! ATTLI ST vers: Si gnhat ureDat e schene CDATA #| MPLI ED>
<! ELEMENT vers: Si gner (#PCDATA) >
<! ELEMENT vers: Si gnature (#PCDATA) >
<I ELEMENT vers: Si gnat ur eAl gorithm (
vers: Si gnat ureAl gorithm dentifier,
vers: Si gnat ur eAl gori t hnPar anmet er s?) >
<! ELEMENT vers: Si gnat ureAl gorithm dentifier (#PCDATA)>
<I ELEMENT vers: Si gnat ur eAl gori t hnmPar anet ers (#PCDATA) >
<I ELEMENT vers: CertificateBl ock (
vers: Certificate+,
vers: CertificateReference?)>
<I ELEMENT vers: Certificate (#PCDATA) >
<! ELEMENT vers: Certificat eReference (#PCDATA) >

<!--  COVWON ELEMENT DEFI NI TI ONS

<I ELEMENT vers: Text (#PCDATA) >
<I-- Agency ldentifier and Series Identifier nust be present upon export
<I-- PROV. VERS Recordldentifier nust be present in a Record VEO -->
<! ELEMENT vers: VEO dentifier (
vers: Agencyl dentifier?, vers:Seriesldentifier?,
vers:Fileldentifier+, vers:VERSRecordldentifier?)>

<I-- MO FI ED VEO DEFI NI TI ON

<I-- following three elements added in version 2.0 -->
<! ELEMENT vers: Modi fi edVEO (

vers: Dat eTi neModi fi ed,

vers: Revi sedVEQ,

vers: Ori gi nal VEO) >
<! ATTLI ST vers: Modi fi edVEO vers: Ori gi nal VEOType CDATA #| MPLI ED>
<! ELEMENT vers: Dat eTi meModi fi ed (#PCDATA) >
<! ATTLI ST vers: Dat eTi mreModi fi ed scheme CDATA #| MPLI ED>
<I ELEMENT vers: Revi sedVEO (vers: Si gnedObj ect) >
<! ATTLI ST vers: Revi sedVEO vers:id CDATA #| MPLI ED>
<I ELEMENT vers: Ori gi nal VEO (

vers: Versi on,

vers: Si gnat ur eBl ock*,

vers: Si gnedObj ect) >

<!--  RECORD VEO DEFI NI TI ON

<I ELEMENT vers: Record (
ver s: Recor dMet adat a,
vers: Docunent +) >

<!-- nodified in version 2.0 -->
<! ELEMENT vers: RecordMet adat a (
naa: Agent +, naa: Ri ght sManagenent, naa: Title, vers: Subject*,
naa: Descri ption*, vers: AuxiliaryDescription*,
naa: Language*, naa: Rel ati on*, naa: Cover age*,
naa: Functi on*, naa: Date, naa: Type?, naa: Aggregati onLevel,
naa: For mat ?, naa: Recordl dentifier?, naa: Managenment Hi story,
naa: UseHi story?, naa: PreservationH story?, naa:Location?,
naa: Di sposal , naa: Mandat e*, vers:VEO dentifier, vers:Transaction*)>
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<I-- An encodi ng nmust be present except when the Docunments are structured and -->
<l-- the Docunent is a non-I|leaf Document -->
<! ELEMENT vers: Docunent (
ver s: Docunent Met adat a,
vers: Encodi ng*) >
<I-- Attributes added in version 2.0 and vers:id is nandatory in Version 2 VEGs -->
<! ATTLI ST ver s: Docunent
vers:id | D # MPLI ED
vers: subor di nat eDocunment s | DREFS #| MPLI ED
ver s: subor di nat eDocurnent Rel ati onshi p CDATA #| MPLI ED
ver s: par ent Docunent | DREF #| MPLI ED
vers: present Thi sDocunent CDATA #| MPLI ED>
<I ELEMENT vers: Chi |l dCol | ecti onType (#PCDATA) >
<! ELEMENT vers: Chi | dCol | ecti onDescri pti on (#PCDATA) >
<! ELEMENT vers: Docunent | sVi si bl e (#PCDATA) >

<! ELEMENT vers: Docunent Met adat a (
vers: Docunent Agent +, vers: Docunment Ri ght sManagenent *, vers: Docunment Ti tl e+,
vers: Document Subj ect *, vers: Docunent Descri ption*, vers: Docunment Language*,
vers: Docunent Rel ati on*, vers: Docunent Cover age*, vers: Docunent Functi on*,
vers: Document Dat e, vers: Docunent Type*, vers: Docunent Sour ce+ ) >

<! ELEMENT vers: Docunent Agent (vers: Text) >

<I-- following elenment added in version 2.0 -->

<! ELEMENT vers: Docunent Ri ght sManagenment (vers: Text) >

<! ELEMENT vers: DocunentTitle (vers: Text)>

<! ELEMENT vers: Docunent Subj ect (vers: Text)>

<I ELEMENT vers: Docunent Descri ption (vers: Text)>

<! ELEMENT vers: Docunent Language (vers: Text) >

<! ELEMENT vers: Docunent Rel ati on (vers: Text) >

<l-- following elenent added in version 2.0 -->

<! ELEMENT vers: Docunent Functi on (vers: Text) >

<! ELEMENT vers: Docunent Cover age (vers: Text)>

<! ELEMENT vers: Docunent Date (vers: Text) >

<! ELEMENT vers: Docunent Type (vers: Text)>

<! ELEMENT vers: Docunent Sour ce (vers: Text)>

<l-- scheme attributes added in version 2.0 -->

<I ATTLI ST vers: Docunent Agent schenme CDATA #| MPLI ED>

<! ATTLI ST vers: Docunent R ght sManagenment schenme CDATA #| MPLI ED>

<I ATTLI ST vers: DocunentTitl e scheme CDATA #l MPLI ED>

<I ATTLI ST vers: Docunent Subj ect scheme CDATA #| MPLI ED>

<I ATTLI ST vers: Docunent Descri pti on scheme CDATA #| MPLI ED>

<! ATTLI ST ver s: Docunent Language scheme CDATA #| MPLI ED>

<I ATTLI ST vers: Docunent Rel ati on scherme CDATA #l MPLI ED>

<! ATTLI ST vers: Docunent Functi on scheme CDATA #| MPLI ED>

<I ATTLI ST vers: Docunent Cover age scherme CDATA #l MPLI ED>

<! ATTLI ST vers: Docunent Dat e schene CDATA #| MPLI ED>

<I ATTLI ST vers: Docunent Type scheme CDATA #| MPLI ED>

<! ATTLI ST vers: Docunent Sour ce schenme CDATA #l MPLI ED>

<! ELEMENT vers: Encodi ng (

vers: Encodi nghet adat a,

vers: Docunent Dat a) >
<I-- Attribute added in version 2.0 and is mandatory in Version 2 VECs -->
<! ATTLI ST vers: Encodi ng

vers:id | D # MPLI ED>

<! ELEMENT ver s: Encodi nghvet adat a (

vers: Fi | eEncodi ng,

vers: SourceFil eldentifier?,

vers: Fi | eRenderi ng) >
<I ELEMENT vers: Fil eEncodi ng (vers: Text) >
<! ELEMENT vers: SourceFil el dentifier (#PCDATA)>
<I ATTLI ST vers: SourceFil el dentifier scheme CDATA #l MPLI ED>
<!-- Rendering Keywords is nmandatory in a Version 2 VEO -->
<! ELEMENT vers: Fil eRendering (

ver s: Renderi ngText +,

ver s: Render i ngKeywor ds?) >

<I ELEMENT vers: Renderi ngText (vers: Text)>
<I ELEMENT vers: Renderi ngKeywor ds (#PCDATA) >
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<I-- Note: DocumentData may be enpty, contain character data, or a -->
<!-- VERSEncapsul atedObject (if a Version 1 VEO. The '*’ is an artifact of-->
<l-- XM.. -->
<! ELEMENT vers: Docunent Dat a (#PCDATA | vers: VERSEncapsul at edObj ect) *>
<I-- Attributes added in version 2.0 and vers:id is nandatory in Version 2 VEGs -->
<! ATTLI ST vers: Docunent Dat a
vers:id I D # MPLI ED
vers: for Cont ent sSeeEl ement | DREF #| MPLI ED
vers: for Cont ent sSeeOri gi nal Docunent AndEncodi ng CDATA #| MPLI ED>

<I--  FILE VEO DEFI NI TI ON -->

<I ELEMENT vers:File (
vers: Fi | eMet adat a,
vers: Fi | eDi sposal ?) >

<! ELEMENT vers: Fi | eDi sposal (
vers: Di sposal Schedul e,
vers: Di sposal Dat e,
vers: Aut hori zi ngOffi cer) >
<! ELEMENT ver s: Di sposal Schedul e (#PCDATA) >
<! ELEMENT vers: Di sposal Dat e (#PCDATA) >
<! ELEMENT vers: Aut hori zi ngOf fi cer (#PCDATA) >
<! ATTLI ST vers: Di sposal Schedul e scheme CDATA #| MPLI ED>
<I ATTLI ST vers: Di sposal Dat e scheme CDATA #| MPLI ED>
<! ATTLI ST vers: Aut hori zi ngOf fi cer scheme CDATA #| MPLI ED>

<! ELEMENT vers: Fil eMet adata (
naa: Agent +, naa: Ri ght sManagenent, naa:Title, vers: Subject*,
naa: Descri ption*, vers: AuxiliaryDescription?, naa:lLanguage*,
naa: Rel ati on*, naa: Coverage*, naa: Function*, vers:Date, naa: Type?,
naa: Aggr egati onLevel , naa: Format ?, naa: Recordl dentifier?,
naa: Managenent Hi st ory+, naa: UseH story*, naa: Preservati onHi story*,
naa: Locati on?, naa: Di sposal, naa: Mandate*, vers:VEO dentifier)>

<! ELEMENT vers: Date (
naa: Dat eTi neCr eat ed, naa: Dat eTi neTr ansact ed,
naa: Dat eTi mreRegi stered, vers: DateTi neC osed?) >
<I ELEMENT vers: Dat eTi meCd osed (#PCDATA) >
<! ATTLI ST vers: Dat eTi meC osed schene CDATA #l MPLI ED>

<l-- NAA METADATA DEFI NI TI ONS -->
<I-- Sourced from Recordkeepi ng Metadata Standard for Comronweal t h -->
<l-- Agencies, Version 1.0, National Archives of Australia -->

<! ELEMENT naa: Agent (
naa: Agent Type+, naa: Jurisdiction*, naa: Corporatel d?,
naa: Cor por at eNanme+, naa: Personl d?, naa: Personal Nane*,
naa: Secti onNane*, naa: PositionName*, naa: Cont act Detail s*,
naa: Emai | *, naa: Di gi tal Si gnature*)>
<I ELEMENT naa: Ri ght sManagenent (
naa: SecurityC assification, naa:Caveat*, naa: Codewor d*,
naa: Rel easabi | i tyl ndi cator*, naa: AccessStatus?,
naa: UsageCondi ti on*, naa: Encrypti onDetail s?)>
<IELEMENT naa: Title (
naa: SchenmeType+, naa: SchemeNane, naa: Titl eWrds,
naa: Al ternative*)>
<!-- nodified in version 2.0 -->
<I ELEMENT vers: Subj ect (
vers: Keywor dLevel ?, vers: Keyword+, vers: Subject*)>
<I ELEMENT naa: Rel ation (
naa: Rel at edl tem d+, naa: Rel ati onType+,
naa: Rel ati onDescri ption*)>

<I-- following elenment nodified in version 2.0 -->
<I-- Note: Relatedltemd may contain character data or a vers:VEO dentifier -->
<I-- The ‘*’ is an artifact of XM -->

<I ELEMENT naa: Rel atedltem d (#PCDATA | vers:VEO dentifier)*>
<I ELEMENT naa: Cover age (
(naa: Jurisdication | naa:Jurisdiction)*, naa:PlaceNanme*, naa: PeriodName*)>
<I ELEMENT naa: Function (
naa: Functi onDescriptor+, naa:ActivityDescriptor+,
naa: Thi rdLevel Descri ptor*) >
<! ELEMENT naa: Date (
naa: Dat eTi neCr eat ed, naa: Dat eTi neTransact ed, naa: Dat eTi neRegi st er ed) >
<! ELEMENT naa: For mat (
naa: Medi aFor mat, naa: Dat aFor mat, naa: Medi um naa: Extent*)>
<l-- following elenent nodified in version 2.0 -->
<I-- Note: Recordldentifier may contain character data or a -->
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<I-- vers:VEO dentifier. The ‘*’ is an artifact of XM -->
<I ELEMENT naa: Recordl dentifier (#PCDATA | vers:VEO dentifier)*>
<! ELEMENT naa: Managenent Hi story (vers: Managenent Event +) >
<! ELEMENT vers: Managenent Event (
naa: Event Dat eTi e, naa: Event Type, naa: Event Descri pti on) >
<I ELEMENT naa: UseHi story (vers: Use+)>
<! ELEMENT vers: Use (
naa: UseDat eTi ne, naa: UseType, naa: UseDescri ption?)>
<I ELEMENT naa: PreservationHi story (
vers: Action+, naa: NextAction?, naa:NextActionDue?)>
<I ELEMENT vers: Action (
naa: Acti onDat eTi me, naa: ActionType, naa: ActionDescription)>
<I ELEMENT naa: Location (
naa: Current Locati on, naa: HoneLocationDet ail s,
naa: HoneSt or ageDet ai | s, naa: RKSI d?) >
<! ELEMENT naa: Di sposal (
naa: Di sposal Aut hori sati on+, naa: Sent ence,
naa: Di sposal Acti onDue?, naa: Di sposal Status?)>
<! ELEMENT naa: Mandate (
naa: Mandat eType+, naa: Ref ersTo+, naa: Mandat eNanme+,
naa: Mandat eRef er ence*, naa: Requi r erment +) >
<! ELEMENT vers: Transaction (
vers: Transactionldentifier, vers:Oiginator, vers:Recipient*,
vers: Acti onRequi red*, vers: Oigi nat or sCopy,
vers: Transacti onType*, vers: Busi nessProcedureRef erence*,
vers: Transacti onRef erence*, vers: Transacti onLi nkage*) >

<I ELEMENT naa: Agent Type (#PCDATA) >

<I ELEMENT naa: Juri sdi cti on (#PCDATA) >

<! ELEMENT naa: Cor poratel d (#PCDATA) >

<! ELEMENT naa: Cor por at eNanme (#PCDATA) >

<! ELEMENT naa: Per sonl d (#PCDATA) >

<! ELEMENT naa: Per sonal Name (#PCDATA) >

<! ELEMENT naa: Secti onNane (#PCDATA) >

<I ELEMENT naa: Posi ti onName (#PCDATA) >

<! ELEMENT naa: Cont act Det ai | s (#PCDATA) >

<! ELEMENT naa: Enmmi | (#PCDATA) >

<I ELEMENT naa: Di gi tal Si gnat ure (#PCDATA) >

<I ELEMENT naa: SecurityC assification (#PCDATA) >
<! ELEMENT naa: Caveat (#PCDATA) >

<! ELEMENT naa: Codewor d (#PCDATA) >

<! ELEMENT naa: Rel easabi lityl ndi cat or (#PCDATA) >
<I ELEMENT naa: AccessSt at us (#PCDATA) >

<! ELEMENT naa: UsageConditi on (#PCDATA) >

<I ELEMENT naa: Encrypti onDetails (#PCDATA) >
<! ELEMENT naa: ScheneType (#PCDATA) >

<! ELEMENT naa: SchenmeNane (#PCDATA) >

<I ELEMENT naa: Titl eWords (#PCDATA) >

<I ELEMENT naa: Al ternative (#PCDATA) >

<! ELEMENT vers: Keywor dLevel (#PCDATA) >

<! ELEMENT vers: Keyword (#PCDATA) >

<! ELEMENT naa: Descri pti on (#PCDATA) >

<!-- Added in version 2.0 -->

<! ELEMENT vers: Auxi |l i aryDescri ption (#PCDATA) >
<! ELEMENT naa: Language (#PCDATA) >

<I ELEMENT naa: Rel ati onType (#PCDATA) >

<I ELEMENT naa: Rel ati onDescri pti on (#PCDATA) >
<! ELEMENT naa: Juri sdi cati on (#PCDATA) >

<! ELEMENT naa: Pl aceNanme (#PCDATA) >

<! ELEMENT naa: Peri odNanme (#PCDATA) >

<I ELEMENT naa: Functi onDescri pt or (#PCDATA) >
<I ELEMENT naa: ActivityDescri ptor (#PCDATA) >
<! ELEMENT naa: ThirdLevel Descri pt or (#PCDATA) >
<! ELEMENT naa: Dat eTi neCr eat ed (#PCDATA) >

<! ELEMENT naa: Dat eTi meTr ansact ed (#PCDATA) >
<! ELEMENT naa: Dat eTi neRegi st ered (#PCDATA) >
<! ELEMENT naa: Type (#PCDATA) >

<! ELEMENT naa: Aggr egati onLevel (#PCDATA) >

<! ELEMENT naa: Medi aFor mat ( #PCDATA) >

<! ELEMENT naa: Dat aFor mat (#PCDATA) >

<! ELEMENT naa: Medi um (#PCDATA) >

<! ELEMENT naa: Ext ent (#PCDATA) >

<! ELEMENT naa: Event Dat eTi me (#PCDATA) >

<! ELEMENT naa: Event Type (#PCDATA) >

<I ELEMENT naa: Event Descri pti on (#PCDATA) >

<! ELEMENT naa: UseDat eTi ne (#PCDATA) >

<! ELEMENT naa: UseType (#PCDATA) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
< ATTLI ST
<I ATTLI ST
<I ATTLI ST

naa: UseDescri pti on (#PCDATA) >

naa: Acti onDat eTi me (#PCDATA) >

naa: Acti onType (#PCDATA) >

naa: Acti onDescri pti on (#PCDATA) >

naa: Next Acti on (#PCDATA) >

naa: Next Act i onDue (#PCDATA) >

naa: Current Locati on (#PCDATA) >

naa: HoneLocat i onDet ai | s (#PCDATA) >
naa: HoneSt or ageDet ai | s (#PCDATA) >

naa: RKSI d (#PCDATA) >

naa: Di sposal Aut hori sati on (#PCDATA) >
naa: Sent ence (#PCDATA) >

naa: Di sposal Acti onDue (#PCDATA) >

naa: Di sposal St atus (#PCDATA) >

naa: Mandat eType (#PCDATA) >

naa: Ref er sTo (#PCDATA) >

naa: Mandat eNane (#PCDATA) >

naa: Mandat eRef er ence (#PCDATA) >

naa: Requi rement (#PCDATA) >

vers: Agencyl dentifier (vers:Text)>
vers: Seriesldentifier (vers:Text)>
vers: Fileldentifier (vers: Text)>

vers: VERSRecordl dentifier (vers:Text)>
vers: Transactionldentifier (vers:Text)>
vers: Originator (vers: Text)>

vers: Reci pient (vers: Text)>

vers: ActionRequired (vers: Text)>

vers: Ori gi nat or sCopy (#PCDATA) >

vers: Transacti onType (vers: Text)>

ver s: Busi nessProcedur eRef erence (vers: Text)>
vers: Transacti onRef erence (vers: Text)>
vers: Transacti onLi nkage (vers: Text) >

naa: Agent Type schenme CDATA #l| MPLI ED>

naa: Juri sdi ction scheme CDATA #l WPLI ED>

naa: Cor porateld schene CDATA #l MPLI ED>

naa: Cor por at eName scheme CDATA #l MPLI ED>

naa: Personl d schene CDATA #| MPLI ED>

naa: Per sonal Name scheme CDATA #l| WPLI ED>

naa: Secti onNane schene CDATA #l MPLI ED>

naa: Posi ti onName scheme CDATA #l| VPLI ED>

naa: Cont act Detai |l s scheme CDATA #| MPLI ED>

naa: Emai | scheme CDATA #l MPLI ED>

naa: Di gi tal Si gnature scheme CDATA #| MPLI ED>
naa: Securityd assification schene CDATA #| MPLI ED>
naa: Caveat schene CDATA #l| MPLI ED>

naa: Codeword schenme CDATA #| MPLI ED>

naa: Rel easabi | i tyl ndi cator schene CDATA #| MPLI ED>
naa: AccessSt at us scheme CDATA #l| WPLI ED>

naa: UsageCondi ti on scheme CDATA #| MPLI ED>

naa: Encrypti onDetai |l s scheme CDATA #l MPLI ED>
naa: ScheneType schene CDATA #| MPLI ED>

naa: ScheneNanme schenme CDATA #| MPLI ED>

naa: Titl eWwsrds schene CDATA #| MPLI ED>

naa: Al ternati ve schene CDATA #| MPLI ED>

vers: Keywor dLevel schene CDATA #l MPLI ED>

vers: Keyword schenme CDATA #l MPLI ED>

naa: Descri pti on schene CDATA #l MPLI ED>

vers: AuxiliaryDescription schene CDATA #| MPLI ED>
naa: Language schene CDATA #l| MPLI ED>

naa: Rel atedl tem d schene CDATA #| MPLI ED>

naa: Rel ati onType schene CDATA #| MPLI ED>

naa: Rel ati onDescri pti on schene CDATA #| MPLI ED>
naa: Juri sdi cati on scheme CDATA #l MPLI ED>

naa: Pl aceNane schene CDATA #| MPLI ED>

naa: Peri odNanme schene CDATA #| MPLI ED>

naa: Functi onDescri pt or schene CDATA #l| MPLI ED>
naa: ActivityDescriptor schene CDATA #| MPLI ED>
naa: Thi r dLevel Descri ptor scheme CDATA #| MPLI ED>
naa: Dat eTi neCr eat ed schene CDATA #l| WPLI ED>
naa: Dat eTi neRegi st ered schene CDATA #l| MPLI ED>
naa: Dat eTi neTransact ed schene CDATA #l| MPLI ED>
naa: Type schene CDATA #l| MPLI ED>

naa: Aggr egati onLevel scheme CDATA #| MPLI ED>
naa: Medi aFor mat schene CDATA #| MPLI ED>

naa: Dat aFor mat schene CDATA #| MPLI ED>

naa: Medi um scherme CDATA #| MPLI ED>
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<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<!-- Remui
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
<! ATTLI ST
<I' ATTLI ST
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naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
naa:
ni ng
vers
vers
vers
vers
vers
vers
vers

Ext ent schene CDATA #l| MPLI ED>
Event Dat eTi me scheme CDATA #| MPLI ED>

Event Type schene CDATA #l MPLI ED>

Event Descri pti on schene CDATA #| MPLI ED>
UseDat eTi me scherme CDATA #l MPLI ED>

UseType schenme CDATA #l| MPLI ED>
UseDescri pti on scheme CDATA #l MPLI ED>
Acti onDat eTi me scheme CDATA #| MPLI ED>
ActionType schene CDATA #l| MPLI ED>
ActionDescription schene CDATA #l MPLI ED>
Next Acti on scheme CDATA #| MPLI ED>

Next Acti onDue scheme CDATA #| MPLI ED>
CurrentLocati on schene CDATA #| MPLI ED>
HoneLocat i onDetail s scheme CDATA #| MPLI ED>
HonmeSt or ageDet ai | s scheme CDATA #| MPLI ED>
RKSI d schenme CDATA #| MPLI ED>

Di sposal Aut hori sati on scheme CDATA #l MPLI ED>
Sent ence schene CDATA #| MPLI ED>

Di sposal Acti onDue schene CDATA #l VPLI ED>
Di sposal St at us scheme CDATA #| MPLI ED>
Mandat eType scheme CDATA #l MPLI ED>

Ref ersTo scheme CDATA #| MPLI ED>

Mandat eNanme scheme CDATA #l MPLI ED>
Mandat eRef erence scheme CDATA #| MPLI ED>
Requi renent scheme CDATA #l MPLI ED>

added in version 2.0 -->

:Originator scheme CDATA #l MPLI ED>
:Reci pi ent schene CDATA #l MPLI ED>

:Acti onRequi red scheme CDATA #l MPLI ED>

: TransactionType scheme CDATA #| MPLI ED>

: Busi nessProcedur eRef erence schene CDATA #| VPLI ED>
: Transacti onRef erence schenme CDATA #| MPLI ED>
: Transact i onLi nkage scherme CDATA #l MPLI ED>
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[Base64]

[DSS]

[RFC2459]

[RSA]

[SHS]

[Unicode]

[X509]

[X690]

[XML]

[XMLName]
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