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National Framework and Al Systems

What is an Al System?

Lt s ‘A machine-based system that, for
explicit or implicit objectives, infers,
from the input it receives, how to
generate outputs such as predictions,
content, recommendations or decisions
that can influence physical or virtual
environments. Different Al systems vary
in their levels of autonomy and
adaptiveness after deployment.’

(OECD, 2023)




National Framework - practices

Australia’s Al Ethics Principles

* Human, social and
environmental wellbeing

* Human-centred values
* Fairness

* Privacy protection and
security

* Reliability and safety

 Transparency and
explainability

 Contestability
w  Accountability




National Framework - cornerstones

National Framework

. Al Governance

. Data Governance

. A Risk-based Approach
. Al Standards

. Procurement




Applying the National Framework in the VPS

. Generative Al is a key focus
(i.e. large language
models)

. VGSO Al Policy

. flexible and adaptive

. adopts Administrative
Guideline: Direction on the
use of DeepSeek products,
applications and web
services

. adopts Guidance for safe
and responsible use of
generative artificial
intelligence in the Victorian
public sector
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Cornerstones of Assurance

Al Governance

The use of Al ﬁresents challenges that cut across core government
functions such as data and technology governance, privacy, human rights,
diversity and inclusion, ethics, cyber security, audit, intellectual property,
risk management, digital investment and procurement.

There is therefore a need for cross-functional expertise, leadership and
resources to understand and implement Al governance effectively. This
requires having a human oversight over Al and implementing effective
project teams, training and upskilling and developing clear policies on the
use of Al technology in the workplace.

Practical Questions:
» does the organisation have an Al governance model or policy?

 for Al systems that impact public services or decision-making processes,
are there robust mechanisms in place for people to request information

w or appeal decisions?




Cornerstones of Assurance

Data Governance

Robust data governance practices are required that comply with relevant legislation. It
also involves risk management related to data assets, including the importance of roles

and responsibilities and understanding legislative and administrative obligations
related to data.

Different Al models have different complexities, and if the training data is incomplete,
biased or unrepresentative, the Al's behaviour can reflect this, making it challenging to
predict how it will behave in various situations.

Data sets should be, accurate, trustworthy, representative and high-quality, and
organisations should secure sensitive systems with up-to-date access controls.

Practical Questions:

 what is the type and quality of the data to be leveraged by
the Al system?

» are the appropriate data sets being used?

* has a Privacy Impact Assessment and a Security Assessment
been undertaken to help mitigate risks associated with data
and security?

* canthe Al system be misused in a way which might lead to

privacy violations, biased decision-making or have other
i 2




Cornerstones of Assurance

Risk-Based Approach

Al systems comprise a higher degree of uncertainty and
more ethical risks due to autonomous decision making.
The risks of Al should be assessed on a case-by-case basi
managed throughout the lifecycle of the Al system (desig
verification, deployment, operation and monitoring).

Practical Questions:

* can the Al system be used to formulate automatic decisions, undertake assessments or be used
for other administrative actions that may have consequences for individuals?

* isit clearly understood how the Al may be biased and what different types of bias may
apply? For example, do you have access to bias metrics and bias reports?

* have monitoring and feedback loops been established to address emerging risks, unintended
consequences or performance issues?

* can the Al system be disengaged if unresolvable problems arise?
* isthere a plan to manage risks presented by obsolete and legacy Al systems?




Cornerstones of Assurance

Al Standards
Some current Al governance and management standards include:
AS ISO/IEC 42001:2023 Information technology - Artificial intelligence - Management system

AS ISO/IEC 23894:2023 Information technology - Artificial intelligence - Guidance on risk
management

AS ISO/IEC 38507:2022 Information technology - Governance of IT - Governance implications of
the use of artificial intelligence by organisations

Practical Questions:
* If the Al system is provided by a third party

does the organisation have broad rights to
audit compliance with any applicable stang
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Cornerstones of Assurance

Procurement

Al can amplify existing risks, such as privacy and
security.

Organisations must evaluate whether existing standard
contractual clauses adequately cover these new and
amplified risks.

Practical Questions:

* can the procurement be made under the eServices
Contract Register which passes through State
obligations on the service provider?

* does the Al system comply with local laws and
regulations?

If personal information will be used or handled by an Al
system, an organisation should consider reviewing its
privacy policy (and updating it if required)to address the
use of Al so as to ensure transparency and disclosure
about how such technology is used.

Organisations should also consider whether any privacy
collection notices are required with respect to the use of
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General Disclaimer

This material is intended only to provide a summary and general
overview on matters of interest. It is not intended to be comprehensive
nor does it constitute legal advice. We attempt to ensure that the
material is current at the time of publishing but we do not guarantee its
currency. You should seek legal or other professional advice before acting
or relying on any of the material.




