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I’'ve always said -
SharePoint sites are m
like archive boxes, you _
never know what you will
find in them
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Part 2 — Administration of and governance for Microsoft 365

Guide to managing records in Microsoft 365 - August 2025 - Copyright Andrew Warland



The importance of governance

I need access to Microsoft 365 admin,
SharePoint admin (and all SharePoint I manage the IT environment, | don’t
sites) as well as Purview to manage - know anything about managing records.
records. 1

SECURITY ALERT

Al generated image — a comic drawing of a records manager managing digital records Al generated image — a comic drawing of a female IT administrator managing Microsoft 365
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Governance for Microsoft 365

* An overall product ‘owner’

e Roles and responsibilities for governance

e Relationship with other committees and reporting

* Relationship with Business As Usual (BAU) IT activity

* Transparent assignment of M365 roles (RACI)

* Monitoring — existing environment and forthcoming changes
* Collaborative decision-making especially relating to records
* Change management and end-user communications



Part 3 — Where are the records created and captured?
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Where are the records?

Apps layer (create/capture)
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‘blob’ = binary large object
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M365 Groups, Teams, SharePoint, OneDrive

Group mailboxes o M365 Groups E\l:] R Group
Owners/Aembers 7 SharePoint
sites
G,
%‘;%e Other SharePoint

sites

Shared channel
sites

g, M365 Team

Owners/Members

Team channels

System mailboxes

Private channel
sites

Chat
Compliance copies

Personal mailboxes OneDrive
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Mailbox content

P > ¢ +t &9 B8 D

3

= Home View

Delete

> Favorites

v andrewwarland@

v

> & Online Archive - Andrew ...

& Inbox

7 Drafts

B> Sent Items
T Deleted Items
& Archive

O Conversation History
F3 Junk Email
£ M365 Alerts
(7 Notes

(2 Outbox

£ RSS Feeds

A Search Folders

% Go to Groups

(VISIBLE)

IPM - Interpersonal messages
Emails
Calendar
Contacts
To-do

End user accessible, discoverable via Purview, can
apply retention policies or labels

(HIDDEN)
Non-IPM
Teams chats
Teams private channel posts
Viva Engage content
CopilotPrompts

Accessible via the app (e.g., Teams), discoverable
via Purview, can apply retention policies

(HIDDEN)
‘Get-ExoMailboxFolderStatistics’
Other content in 500+ folders

Used by system, not discoverable, not subject to
retention (except system-managed)
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PURVIEW

One mailbox — multiple retention options:

Individual emails (1 or more retention labels)
All IPM content

Teams chats

Teams channel messsages

Teams private channel posts

Engage user messages

Copilot prompts

Legal holds via eDiscovery

TOP HIDDEN FOLDERS IN MY MAILBOX:

(Inbox is number 47)

CrawlerData

ApplicationDataRoot

SubstrateFiles
GraphFilesAndWorkingSetSearchFolder
GraphWorkingSet
ExchangeODataSyncData
EdgeSyncEntities

CssDdsCollection + GUID (x2)
UserDocWithKpes
AutomaticRepliesHistory
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OneDrive/SharePoint via Outlook

Outlook

a

3]

+ Create or upload

Andrew Warland
(A) Home

B3 My files

&2 Shared

Browse files by
& People
Meetings

B Media

Quick access

Strategic Management

Strategic Management - ...
' Finance Accounts Payable...
Strategic Management - ...
Strategic Management - ...
Strategic Management - P...

° Strategic Management - L...

B3] Add shortcut to My files

[y DocumentID ~

<@ Sync

FINANCEAP-78020428...
FINANCEAP-78020428..
FINANCEAP-78020428...
FINANCEAP-78020428..
Li‘ FINANCEAP-78020428...
FINANCEAP-78020428...

FINANCEAP-78020428...

Bz Pin to Quick access

Name ~

ChickenPDF.pdf

Document.docx

Documenti.docx

ExampleCorrof.pdf

ExampleCorroO.pdf

ExampleCorroP.pdf

ExampleCorroQ.pdf

@ Export to Excel

B Finance Accounts Payable Team > Invoices 2024 [ ~

Document Type ~

Invoice

Invoice

Invoice

Invoice

Invoice

Invoice

Receipt

Function ~

Financial Management

Financial Management

Financial Management

Financial Management

Financial Management

Financial Management

Financial Management

Activity ~

Accounting

Accounting

Accounting

Accounting

Accounting

Accounting

Accounting

o &8 @& - 0O

= All Documents* v [ Details

Retention label

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years

5.1.1 Financial
Management -
Accounting - 7 years
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Go to site /!

File Size ~

51.5KB

58.6 KB

26.5KB

5.86 KB

7.05KB

7.05KB

5.85KB
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Part 4 —Configuration of Microsoft 365 admin centres
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Admin centres

_______
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EXO Admin centre

Management of active
and inactive mailboxes
(retention)

Archiving

Group and shared
mailboxes

Teams Admin centre

Create Teams

Send emails to channels
3 party file sharing
Create private/shared
[QERLE

Guest access and actions
Recordings and
transcriptions
Owner/user delete/edit
sent messages

Copilot options

M365 Admin center
Users — licences
Roles

Group creation and management

Org settings > Search
Org settings (multiple)
Reports > Usage (monitoring)
Message center

SPO/ODfB Admin centre

External sharing
Create Sites
Admins/Owners
Access controls

Site creation (OFF)
SPO/OD Storage limits
OD Retention/Storage
OD Sync

Term Store (managed
metadata)

Content Types
Advanced Mgt/Copilot

Admin centres - settings and options

Group management

Access controls

Roles

Search configuration

External sharing

Usage reports

Microsoft Purview Microsoft Defender

Audit logs Incidents and alerts
Compliance Manager Hunting
eDiscovery and Content Threat intelligence
Search Identities

Retention policies and Email & collaboration
labels Investigations

Info Sensitivity labels Attack simulation
Data Loss Prevention Cloud apps

Insider Risk Management Reports

Data Security Posture Audit

Management (DSPM)
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Part 5 — Information Architecture approach for SharePoint
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Core principles for managing records

Store records related to the
same function, same
permissions and retention,
together in the same site*

* Yes, it’s convenient for users to
throw everything in together and
use folders but mixing them will
make it harder to manage records
over time.

* Create new sites or libraries if
required.

*  *|ncludes a Team’s site

Follow the value and risk
approach noting that all
records must be managed
appropriately

* Focus most attention on
permanent, high-value, high-risk
and vital records.

* Lower-value/risk records may only
need ‘out of the box’ settings and
metadata.

* Records must not be destroyed
without approval.

Align your Information
Architecture with your
retention requirements

* Sites/Teams should map to RDA
functions.

* Asite with a single library may
map to a single RDA class.

* Use folders sparingly (2-deep).

* Folders are NOT a suitable way to

manage unrelated records.



Suggested architecture approach

Non-Group-based site/s

g

=)

Function-linked site/hub

Library

(maps to activity)

Library

(maps to activity)

Documents library
(working content)

|~

Folders

—)

=)

(maps to activity)

(maps to activity)

(maps to activity)

Documents library
(working content)

L

M365 Group-based site/s

Library

Library

Library

Folders

Team

Channels

N

‘Shared’
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Information architecture model|

Professional T
development Architecture

Recruitment o IT Leadership
and ‘ IT Operations (Restricted
onboarding \ access)

UN < r | Lns
Human o Information
Resources Technology
(Site & Hub) (Site & Hub)

Position 7
recruitment | - , Operational Infrastructure
{Private i ‘ ‘ Teams Teams
channel) ¥
Performance
management
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Site provisioning and configuration steps

SharePoint searchThisSite

Site creation/provisioning

Site navigation

«  Site type / template Libraries and lists

* Site settings o=detz o Front page layout, web 2 Edit
e Permissions parts * Library/list creation
* Time zone, locale » Other pages sear * Library se'Ftinfgs
* Site features (Document IDs, * Search options * Versioning
SharePoint viewers, Document * Hub relationships * Advanced options —
Sets) * Libraries and lists Content Types

* Default labels

* Metadata/columns
* Views
* Information sensitivity
* Retention

* Added site columns

* (Content types

* Search schema (for advanced
options)

nanks td

It has been a busy year for us all!

Andrew Warland December 8, 2023 Nestor Wilke
Director

Edit " Andrew Warland November 18, 2024
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Part 6 — Compliance and Purview
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What is Purview?

Purview is:

‘... a family of data
governance, risk, and
compliance solutions that
can help your organization
govern, protect, and
manage your entire data
estate’.

All these solutions exist in
Purview even when you
acquire a third-party
product.

Solutions Explore all ->

[y

Audit

®

Communication Compliance

Compliance alerts

el b

Compliance Manager |

o0

Data Catalog

Data Lifecycle Management |

Data Loss Prevention |

Data Security Investigations (preview)
Data Security Posture Management (preview)

DSPM for Al

eDiscovery |

Information Barriers

Information Protection |

Insider Risk Management

Records Management

Key functionality

* Audit logs

* Retention policies

* Retention labels

* Sensitivity labels / DLP

* eDiscovery

* Compliance assessments
* Data classification

* Reporting

* Alerts (from Defender)

* Al related tools (DSPM)
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Purview Compliance Manager: PROV standards

Progress Controls  Your improvement actions Microsoft actions

View the status of controls for this assessment, grouped by family.

Control status breakdown

40
30
[ |
20
0 L]
— ] ]
, = mu IR — = 1
> £ & & - > )
R d & ) 0 L & Q 2 & 3
& ,(\c?e & —\\L?"\ &£ Qv.“\ & & o Ry 0\'"\
el 9 > O N - & & @ o <&
& ol 3 ol P o & & & < &
& ) & o & & & @ & &) ®
v & S © &F é N & & o o
ng' (.?Q ) \\\c? & _0(3 1?‘ & &
,5@\ P \@) & & ‘5“' R S
& & & © &
¢ - oR K (.,Qq' &

None M Inprogress [l Passed [ Failed [ Out of scope
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Gaps and final thoughts
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The ‘gaps’ and how to manage them

* Disposing of records at the end of retention
* An information architecture model aligned to RDAs
Use libraries (not folders) to aggregate related records
Use retention policies with selective use of retention labels
Monitor sites regularly and proactively manage them when inactive

Establish a defensible process to destroy records: extract metadata (store
separately), seek approval, destroy, record actions

* Creating VEOs
* Acquire a third-party product



Key points

e (Governance is essential.

* Most records will be in Exchange mailboxes or SharePoint and
OneDrive.

* A good information architecture, alighed to RDAs, will facilitate the
management of records in SharePoint.

* Oversharing or open access create risks when using Al tools.
* Purview includes a range of options and tools to manage records.



Thank you



Copilot

Your users
and devices

Apps on
your devices

®-C

-

Azure OpenAl service

subscription for
Microsoft 365

Microsoft 365
Copilot

{ Microsoft Graph ]
Z 3

Large Language
Model (LLM)

Company data

Files, mailboxes, chat data, videos, etc.

User-accessible data

([

. S
e kb

o 98 D

Your Microsoft 365 tenant

5B

Copilot Control System is ‘a set of
integrated controls and capabilities
for Copilot and agents. It is
designed to help IT administrators
and security professionals
effectively secure, manage, and
analyze the use of Microsoft 365
Copilot, Copilot Chat, Microsoft
Copilot Studio, and agents across
their organizations’

See:
https://adoption.microsoft.com/en
-us/copilot/control-system/
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