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Introduction

Overview of Current Remediation Projects @ SEW

Digital Records

|dentification of PII data in source systems — Content Server (EDRMS), Salesforce (CRM) and HiAffinity
(Billing System)

Disposal of digital records within Content Server (in flight)

Data Governance assessment of digital records within Salesforce and HiAffinity (current)

Physical Records

Remediation of off-site physical records project:
|

« Creation of SEW Digitisation Plan - allowing disposal of scanned physical records post 01/2000 . ' .
* End to end process to appraise, approve and disposal of physical records — identifying over retain —
and permanent records PN

» Review of physical records — enhancing naming conventions to improve searchability |



Disposal Process - Key Stages

Plan

 Identification of specific records and data disposal projects within the SEW Bulk Remediation Program.
Identify

 |dentification of records with a focus on business use and Pll data.

Assess

» Records are assessed identifying — PIll Data types, PROV retention requirements, SEW disposal
criteria, de-identification requirements.

Approve
« Approvals are obtained by - Data Owner, Legal, Technical Review Board and Change Advisory Board.
Dispose

« Relevant disposal activity undertaken, all disposals are registered within SEW Records Disposal
Register. |
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Approval Process - Digital Records

Plan - Identify -

Approve

Dispose

Assess

* Records identified for »  Disposal workflow « SEW Records Disposal « Disposal executed (within
disposal based on business tested based on business Approval Form completed. the approved change
category, date range and category and retention . Approval session — Data window).
retention requirements. requirements. Owner & Legal. - Disposal activity recorded

*  Reports extracted for * Integration impact +  Technical Implementation in SEW Records Disposal
assessment. assessment undertaken and Plan (TIP) document and Register.

«  Sample assessment of documented. Security Assessment - Disposed data updated on
records in scope identifying ¢  Rollback tests undertaken. completed. Power Bl Dashboard.

Pll type. TRB Technical Review «  CAB change closed.

* Identification of PROV Board endorsement.

retention requirements and . CAB Change Advisory

SEW disposal criteria. Board approval.
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Approval Process - Physical Records

Plan - Identify -

Approve Dispose

Assess

* Archive list is curated and «  SEW Records Disposal  Records disposed once « Disposals recorded in SEW

boxes identified for review. Approval Form completed. approvals are provided. Records Disposal Register.
* Records appraised with «  SEW Records Disposal  Records permed out at off- +  Disposed data updated on

PROV retention. Approval Form is sent and site storage Power Bi Dashboard.
«  Records with Pll type disposal approval requested provider. Destruction

identified and documented. from Data Owner. certificate obtained.

« SEW Records Disposal * Records are marked as
Approval Form is sent and destroyed.

disposal approval requested
from Legal.
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SEW Reporting Dashboards

Digital Records
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Records Disposal Form

South East .-
Water ;-

et

Records Disposal Approval Form

TEMPLATE INSTRUCTIONS,_FPlease delste [ replace all italic text. ialic text is intended to be

instructional.
1. Planning

1.1. Title

{Tile of disposal project }

1.2 Brief Description

{Birief descriptinn the types of records, the business aciivity fhey refate fo
=and the resson for the dispnsal ]

1.3. Business Unit

[Mame of Business Unif that owns these records)

1.4. Data Owner {Raole snd name of the Dats Qwner responsible for approval]
1.5. System {The systemy’s) that mansges these records]

1.6. Risk (Li=f the high-level risks sssociated with fhe disposal}
Assessment

1.7. Can records be
i under
NAP?

{YES or NQ, if YEZ give justification)]

1.8, Are records
subject to any
disposal holds?

{YES or NO, if YEZ describe disposal holds)

1.9. Privacy Impact
Assessment

{If PIA performed, provide details, othenvise hiA)

South East ¢

Water:

2. Identification

South East .
Water ;-

2.1. Record Format

{The record format (e.g. physical, documents, dste snd documents,
fables, datshase)]

| Date [Date approval obisined)
4.3 Technical Change | {GAE Approval if required]
Approval

| Date {Dste approvsl obisined)

5. Records Manager Digposal Quality Check

2.2 Disposal Criteria | (Frovide a formal sfafement of the dispossl criferia)
2.3. Volume {Sizedrolume of the collection]
2.4. Date range {Dafe range of fhe records fo be disposed)
3. Assessment
3.1. Sample {Zample assessment size to be used (e.g. 10%, 25%) including
assessment Justification for sample size]
3.2 Disposal {Applicable RDAs and disposal classes)
Authority
3.3. Disposal Dastroy
O Transfer to PROV
Retain

2.4 Records to be
disposed

{List of the record collection/sets or link to disposal report as sppropriate]

1.10. Security
Assessment

{Describe the securly requiremenis including the securnity classification]

1.11. System
integration and
impacts

{Describe relevsnt sysfem integrations snd impscts]

1.12. Implemeantation
and rollback
approach

(Describe impiementation and rofback spprosch}

Created: 22102014
Fmvizwed: MO
Branch: BTS

Fage 1 of3 DOCUMENT NUMEBER BS3102
Records Disposal A ppraval Form
This document s unconiraled In printed form

3.5 Technical Raview | {TRE Approvs! if required]
Approval
4, Approval
4.1 Data Owner {Role and spproving individual)
Meathod fApprovs! oblained by signafure, email, spstem workdlow, manual]
Date {Dafe approval obfained)
4.2 Legal Approval {Rele and spproving individusl]
Methad {Approvs! obfained ke signafure, email, spstem workdlow, manual]

Created: 21102014
Fomiewed: ML
Branch: BTS

Faged ol 3 DOCUMENT NUMEER BS3102
Recons Disposal Appraval Fomm
This document is uncontraled in printed form

N
s

Branch: BT:

3.1 Records Manager | {Role and name of individusl}
Checked on {Dafe qualty check completed]
Date
Fage 3063 DOCUMENT NUMBER BS3102

R cords Disposal &pproval Form
This document s unconitraled In printed form




Challenges

Digital Records
» Disposal criteria for inactive customer to meet PROV and SEW requirements - pros 25106 1.2 Destroy 7 years after

action completed — Retention requirement for customer billing accounts = 7 years (PROV retention requirement) of no activity + 0 Balance = inactive customer

 ldentification of structured data fields to target

« Structured Data - integration and downstream impacts across systems
» Fear of digital data disposal

« Definitions — disposal / deletion / destroy and de-identify

Physical Records

 SPACE - cardboard castle

» Approvals can take a while, have created standing approvals for common records ie invoices
» Fear of approving disposal of records



Our Cardboard
Castle

D) OO OO OO O
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