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Introduction

Overview of Current Remediation Projects @ SEW

Digital Records

Identification of PII data in source systems – Content Server (EDRMS), Salesforce (CRM) and HiAffinity 

(Billing System)

Disposal of digital records within Content Server (in flight)

Data Governance assessment of digital records within Salesforce and HiAffinity (current)

Physical Records

Remediation of off-site physical records project:

• Creation of SEW Digitisation Plan - allowing disposal of scanned physical records post 01/2000

• End to end process to appraise, approve and disposal of physical records – identifying over retained 

and permanent records

• Review of physical records – enhancing naming conventions to improve searchability



Disposal Process – Key Stages

Plan

• Identification of specific records and data disposal projects within the SEW Bulk Remediation Program.

Identify

• Identification of records with a focus on business use and PII data.

Assess

• Records are assessed identifying – PII Data types, PROV retention requirements, SEW disposal 

criteria, de-identification requirements.

Approve 

• Approvals are obtained by - Data Owner, Legal, Technical Review Board and Change Advisory Board.

Dispose

• Relevant disposal activity undertaken, all disposals are registered within SEW Records Disposal 

Register.



Plan – Identify -

Assess
Test Approve Dispose

Approval Process – Digital Records

• Records identified for 

disposal based on business 

category, date range and 

retention requirements.

• Reports extracted for 

assessment.

• Sample assessment of 

records in scope identifying 

PII type.

• Identification of PROV 

retention requirements and 

SEW disposal criteria.

• Disposal workflow 

tested based on business 

category and retention 

requirements.

• Integration impact 

assessment undertaken and 

documented.

• Rollback tests undertaken.

• SEW Records Disposal 

Approval Form completed.

• Approval session – Data 

Owner & Legal.

• Technical Implementation 

Plan (TIP) document and 

Security Assessment 

completed.

• TRB Technical Review 

Board endorsement.

• CAB Change Advisory 

Board approval.

• Disposal executed (within 

the approved change 

window).

• Disposal activity recorded 

in SEW Records Disposal 

Register.

• Disposed data updated on 

Power BI Dashboard.

• CAB change closed.



Plan – Identify -

Assess
Approve Dispose Report

Approval Process – Physical Records

• Archive list is curated and 

boxes identified for review.

• Records appraised with 

PROV retention.

• Records with PII type 

identified and documented.

• SEW Records Disposal 

Approval Form completed. 

• SEW Records Disposal 

Approval Form is sent and 

disposal approval requested 

from Data Owner.

• SEW Records Disposal 

Approval Form is sent and 

disposal approval requested 

from Legal.

• Records disposed once 

approvals are provided.

• Records permed out at off-

site storage 

provider. Destruction 

certificate obtained.

• Records are marked as 

destroyed. 

• Disposals recorded in SEW 

Records Disposal Register.

• Disposed data updated on 

Power Bi Dashboard.



SEW Reporting Dashboards

Digital Records Physical Records



Records Disposal Form 



Challenges

Digital Records

• Disposal criteria for inactive customer to meet PROV and SEW requirements - PROS 25/06 1.2 Destroy 7 years after 

action completed – Retention requirement for customer billing accounts = 7 years (PROV retention requirement) of no activity + 0 Balance = inactive customer

• Identification of structured data fields to target 

• Structured Data - integration and downstream impacts across systems

• Fear of digital data disposal 

• Definitions – disposal / deletion / destroy and de-identify

Physical Records 

• SPACE – cardboard castle

• Approvals can take a while, have created standing approvals for common records ie invoices

• Fear of approving disposal of records 



Our Cardboard 
Castle 

Thank you
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